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Abstract

Portals,an experimentalfeatureof 4.4BSD, extendthe filesystemnamespacéy exporting

certainopen(2) requestdo a userspacedaemon. A portal daemonis mountedinto the

file namespacasif it werea standardilesystem.Whenthe kernelresohesa pathnamend

encountersportalmountpoint, theremaindeiof thepathis passedo theportaldaemonDe-

pendingonthe portal“pathname”andthe daemons configuration sometype of open( 2) is

performed.Theresultingfile descriptoiis passedackto thekernelwhich eventuallyreturns
it to theuser to whomit appearghata “normal” open(2) hasoccurred.A proxy portalfs

filesystemis responsibleor kernelinteractionwith the daemon. The overall effect is that

the portaldaemorperformsanopen(2) on behalfof the kernel,possiblyhiding substantial
compleity from the calling process.One particularly usefulapplicationis implementinga

connectionservicethatallows simple scriptsto opennetwork soclets. This paperdescribes
theimplementatiorof portalsfor LiNux 2.0.

TDavid McNabis an employeeof MRJ TechnologySolutions,Inc.






2. OVERVIEW OF PORTALS

1/ INTRODUCTION

Oneof the fundamentablesigncommitmentsof UNIX is
thatall I/O devicescanberepresentedssimplefilesin a
hierarchicahamespacd-or example,diskdevicescanbe
addressedslong arraysof disk blocksthrougha device
mappednto thefilesystem.As networking becamemore
integratedinto the UNIX ernvironment,it was naturalto
seekto extendthis modelto the network.

Programmaticallysoclets are representeds file de-
scriptorsjust asregular files are. However they require
considerablydifferentand more complex handling. For
exampleto opena TCP soclet to a particularport, one
must first createthe soclet, then build a structurede-
scribingtherelevantnetwork addressthenconnect ( 2)
the soclet to the addressand finally begin exchanging
data. In a flexible programminglanguagewith full ac-
cesdo the UNIX API thisis notterribly complicatedand
in mostcasesdt canbe automatedy writing a moreab-
stractt cp_open() function that hidesthe details. But
other programmingernvironmentsdo not have accesgo
thefull UNIX API. For examplethe standardJNix shells
andtoolslikeawk( 1) canopenandclosefilesbut present
no interfaceto thenecessargoclet systemcalls.

Thusit is desirableattheveryleastonanexperimental
basisto explorethe possibilityof mappingthe setof pos-
siblenetwork connectionsnto thefilesystem.Thiswould
allow ary processcapableof the simplestof UNix file
I/O operationgo opena network connectionandreador
write to it. It alsorendersthe useof detail-hidinghelper
functions,as describedabore, unnecessarysincea pro-
grammercansimply openastandardilesystempathname
to gainaccesgo thenetwork (althoughin somecaseghis
will not provide the necessarylexibility). Finally there
is a certainaestheti@ppealin demonstratinghatthe el-
egantUNIX modelcanbe extendedto supporta type of
I/O for whichit wasnotexplicitly designed.

In 4.4BSD, anexperimentalfeaturecalledportalswas
introducedo meetthesetypesof requirementsThework
describedhereis a transferof the portal conceptto the
LINuUX 2.0ervironment.

2/ OVERVIEW OF PORTALS

In 1985 Presottoand Ritchie describeda connection
servef4]: aserviceprocesghatacceptgequestdo open
connectionof somesort, whetherthey be to a network
resourceor instructionsto dial amodemandconnecto a
serviceprovide, andthenprocessethemon behalfof its
clients. This hasthe desirableeffect of hiding the details
of theopeningprocedurdrom theclient.

After a connectionsener doesits work, it musthave
somemechanisnmby which it cantransferthe opencon-
nectionto theclient. Theinfrastructureo supporthiswas
firstintroducedn 4.2BSD andis now implementedn al-
mostall UNIx systems. The BSD UNIX sendnmsg(2)
andr ecvnsg(2) systemcallscanbe usedto passopen
file descriptorsaacrosdUNIx domainsoclets. Thusacon-
nectionsenercanreceivearequesfrom aclient,openthe
appropriateeonnectionthenusesendnsg() to passhack
thefile descriptor Theclientacceptst with recvnsg() ,
andthefile descriptorcanthenbe usedto accesghe un-
derlying connection. Conceptually the sener’s file de-
scriptoris a handlefor the kernel datastructuresrepre-
sentingthe connection.Whenthe handleis passedo an-
otherprocessthekernelstructuresemainunchangedbut
therecipientgainsareferenceo them.

4.4BSD portalsuse essentiallythe samemechanism,
althoughthe problemis complicatedbecausein order
to map the connectionserviceinto the filespacea ker-
nel filesystemimplementatioris required. A portal dae-
mon provides the connectionservice. This is a user
spacebackgroundprocessthat acceptsconnectionre-
quests,doesthe appropriatework, and returnsan open
file descriptorusing sendnmsg() . The kernelgenerates
connectiorrequestbasednthepathnameaisedio access
aportal-spacéfile”.

Themappingof “connectionspace’into thefile names-
paceis performedby a filesystemcalled portalfs. Con-
ceptually portalfsis simple. The point at which the por-
tal namespaces mountedindicatesa borderbetweerthe
“normal” file namespacandthe connectionnamespace.
As the kernelprocessespen() requestst graduallyre-
solvesthe pathnamepassedas an argumentof open() .
If aportalmountpointis encounteredheresolutionpro-
cessstops. The portion of the pathnameafter the mount
point is passedo the portal daemon. The daemonin-
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terpretsthe path as a network connectionspecification,
comparest with its configurationfile to seewhetherthe
type of connectionis supported,and then executesthe
open() onbehalfof thekernel. The openfile descriptor
is passedack usingsendnsg() , andthe kernel effec-
tively callsr ecvimsg() to extractthefile descriptor All
of the communicationbetweenkerneland daemonpro-
cesstakesplaceover UNIX domainsoclets,usinga sim-
ple protocol. portalfsis responsibldor acceptinghe un-
resolhedportionof the pathnamdrom thekernel,broker-
ing the exchangewith the daemorprocessandreturning
thenew file descriptorto the procesgshatcalledopen() .

Consideran example. We mounta portal daemoninto
the file namespacat/ p, anda usersubsequentlppens
/ p/tcp/ foo. com 1795. The kernelbegins translating
the pathnameput whenit encounters / p it determines
thata portal mountpoint hasbeencrossed.The remain-
derof thepathname, t cp/ f oo. com 1966, is passedy
portalfsto the portaldaemon.This is interpretedasa re-
guestto opena TCP connectiorto hostf oo. com access-
ing network port 1966. The daemonbuilds an address
structureandperformsthenecessargocket () andcon-
nect () callstosetuptheconnectionthensendsackthe
openfile descriptor Eventuallythe descriptoris passed
backto the client processwhich cannow useit to access
port1966onf oo. com

Theimplementatiorof 4.4BSD portalsis describedn
detail by Pendryand Stevens[3. The sourcecodeis also
available via the freely available BSD implementations
NetBSDandFreeBSD aswell asothers.

3/ DESIGN AND IMPLEMENTATION

The primary designgoal was to provide portal service
andsupportthe 4.4BSD portal daemorwithout substan-
tial modification. The LiNuX implementatiorof portals
should appearto the portal daemonto be functionally

the sameasthe BSD implementation.This allows us to

take advantageof previouswork in developingportaldae-
mons.

A secondarygoal wasto limit changego the LINUX
kernel. Naturally the portal filesystemitself, previously
unimplementedn LINuUX, is new code,but theidealwas
to avoid makingary otherchangego the OS.It turnsout

that someminor modificationswere necessarybut they
consistof ahandfulof additionallinesof codein two ker-
nelmodules.

Another secondarygoal wasto ensurethat the portal
codedid not introduceary additionalinstability to the
LiNux kernel, nor thatit could causeuserprocesses$o
“lock up”, in otherwordsto sleepuninterruptiblywhile
accessingportals.

3.1/ THE PORTAL DAEMON

The 4.4BSD portaldaemornis implementedaschild pro-
cesf thecommandhatmountsaportalfilesystem.This
programymount _port al ( 8) , typically runsaspartof the
bootprocess.lts first actionis to opena soclet that will
be usedto listen for kernel requests. This listen sodet
is recordedas one of the portalfs-specificagumentsto
mount ( 2) , which is calledto graft portalfsinto the file
namespacelf the mountsucceedsthe programspavns
a copy of itself which becomeghe portal daemon. This
daemorrunsin the backgroundor the remainderof the
portal’slifetime, acceptingncomingrequestandspavn-
ing a copy of itself to processeachof them. After spavn-
ing the daemorthe parentexits, sothatthe mount com-
mandbehaessynchronouslyasonewould expect.
Thermount _portal programusedfor the LINUX port
wastakenfrom releasel.3.10f NetBSD.It supportswo
typesof portals: tcp andfs. The tcp type mapspath-
namesof the form t cp/ <host >/ <por t > into network
connectionswhere<host > canbe a hostnameor an IP
addressand<port > is a port number The fs-style por-
tal simply re-mapspathname®f the form fs/ <pat h>
to <pat h>. It is intendedo be usedto supportcontrolled
egresfromachr oot (8) ervironment.An extendedver-
sion of the portal daemoncould supportfilesystemex-
tensions for exampleaccessontrol lists. The NetBSD
versionof the daemondid not supportthe tcplistentype
portalsdescribedby Sterensand Pendry henceit is not
possibleto implementTCP senersusingthis codé.
Thenmount _portal programitself waswell writtenfor
4.4BSD andwasrelatively easyto port. The mostsub-

10f coursesincethe L INuX implementatiorof portalfsis compatible
with the BSD portal daemonprotocol,an extant daemorthat supports
teplistenportalscan be incorporatedrelatively easily requiringonly a
portof userlevel code.
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stantialchangewvasrequiredbecauseld-styleregularex-
pressiorlibrary routineswereusedto processhe config-
urationfile. LiNux did not supporttheseroutineswell,
so the programwas modifiedto make POSIX-compliant
calls. Other modificationswere primarily to remove de-
pendeng on 4.4BSD’s mountinfrastructure which pro-
videsutility functionsfor processingargumentsandmi-
nor changedo function callsargumentsor headefile in-
clusion.

There was what appearedo be a minor bug in the
portal daemons handlingof fs-style portals. Files were
always openedwith mode O.RDWR| O.CREAT. This pre-
ventedreadsfrom files to which the userdid not have
write permissionanunnecessargestriction.Fortunately
the portal credentialsstructure which is passedrom the
kernelto the daemonand primarily consistsof informa-
tion aboutthe useridand groupid of the processaccess-
ing the portal, alsoincludesafield for theopen() mode.
By changingtheopen() callin the portaldaemorto use
themodevaluefrom thisfield it waspossibleto correctly
openread-onlyfiles. However becausef restrictionsin
themodeinformationavailableto thekernelwhenit sends
theportalrequestall write-modeopenshave the O.CREAT
flag set.

A significantconcernduring designwas whetherthe
UNIX domainfile descriptorpassingcodein the LINUX
kernelworked properly Thisis anobscureportionof the
B SD networking systemandtheauthorconsideredt pos-
siblethatthe codewaseithernotfully implementedr not
correctin LINUX. To allay theseconcernsa userspace
portaltestclientwasdeveloped.Thisconsistedf approx-
imately 200lines of C codeintendecto simulatethe ker-
nel’'s componentf the interactionbetweenportalfsand
theportaldaemon Essentiallyit constructecportalopen
specificatiorbasedon commandine argumentssentthe
requesto the portaldaemonacceptedafile descriptorin
return,andthenreada small chunkof datafrom thefile
descriptor Usingthis codeit waspossibleto testandde-
bug the portal daemorbeforethe kernelcodethatwould
call it wasdeveloped. It turnedout thatthe LINUX ker
nel performedhefile descriptompassingcorrectlyandthe
portaldaemorbehaedperfectlywithout additionalmod-
ifications. This provideda certainpeaceof mind thatwas
invaluableduringkerneldehugging.

3.2/ THE PORTAL FILESYSTEM

Any type of syntacticport of the 4.4BSD portalfskernel
codewasimpractical. Despiteproviding roughly similar
functionalityin mary areastheLiNux andBSD kernels
are very different. Thusthe “port” of portalfs actually
consistedf establishinga thoroughunderstandingf the
BSD codeandthendecidinghow to reconstrucsimilar
behaior for LINUX.

The LiNnuXx file systeminfrastructuredoesnot pro-
vide vnodes,usedin BSD to provide an abstractionof
filestore-specifianodes. Vnodesstore function vectors
thatdescribahefilesystenmspecificimplementatiorof ab-
stractoperations.In LINUX, thei node structureactsas
a vnode,in thatit is the genericin-memoryrepresenta-
tion of afilesysteminode, but it is alsouseddirectly by
somefilesystems.A genericVirtual Filesystemor VFS,
provides skeletal filesystemfunctionality. Threesetsof
function calls can be provided by filesystemimplemen-
torsto overrideor supplementhe VFS calls[9. Theend
resultis similarto thevnodeinterfacebut lessflexible and
rigorous.

Superblo& opemations managethe filesystemsuper
block, providing facilities suchasstatfs(), and are
responsiblefor correctly mountingand unmountingthe
filesystem.Inode opertionsare usedto supportgeneric
filesystem object services, such as | i nk() and un-
link(),create(),! ookup(),nkdir() andrndir(),
andso forth. Operationghat affect the kernels fil e
structure which is essentiallythe internalrepresentation
of an openfile descriptor are segregatedas file opera-
tions Theseconsistof | seek(), read(), wite(),
open() , etc.

File systemdevelopmentin LINUX largely consistsof
decidingwhich of themember®f thesethreesetsof oper
ationsmustbeexplicitly implementedor thenew filesys-
tem, in contrastwith thosefor which the genericVFS
functionalityis sufficient. In the caseof portalfs,mostof
the superblockoperationsare speciallywritten, but only
oneeachof thefile andinodeoperationsarerequired.

Superblock Operations

Five customsuperblocloperationsarerequiredto support
portalfs. Theseprimarily supportmountingandunmount-
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ing. Portal _read. node() “reads”a portalinode—in
factthereis asingleinodeto read representingherootdi-
rectory andit is synthesize@ndstoredin memoryrather
thanbeingreadfrom filestore.Port al .wri t e_i node()
consistsof marking the inode clean, which should be
a no-op but is included as a safety measure. Por -
tal _put _i node() “releases”aninodethatis no longer
needed. For portalfs this consistsof deallocatingstor
age usedto recordthe connectionthat is being opened.
Port al _put _super () is called when the filesystemis
unmountedandary superblock-relatedleanupneedsto
be done. For portalfsthis consistsof releasingsomeker
nel memoryusedto storedataneededo find the portal
daemonsgpecificallya soclet pointeranda file reference.
VFS mandateshatportalfsalsoresetthe superblocks af-
filiated device to zero,indicating“none”. Finally, por -
tal st at fs() synthesizesomereasonable-lookingal-
uesfor ast at structuresothatprogramdikedf (8) will
displayportalfilesystemdatareasonably

Inode Operations

The open(2) systemcall invokestwo VFS operations:
| ookup() andopen(). The formeris called repeat-
edlyto resohethedirectorycomponentsf thepathname.
The latter is called once, when the “end” of the path-
nameis reachedFor the portal, filesystemopen() isthe
workhorse,and as a file operationit is describedn the
next section.

VFES | ookup() calls a filesystem-specifi¢t ookup()
to do ary special processing. In the caseof por-
tal I ookup(), this consistsof recordingthe remaining
pathnameso that the file operationopen() cansubse-
guentlyretrieve it andsendit to the portaldaemon.This
is doneby allocatingan inode and storing the pathname
in it.

The genericLINUX inode containsa union structure
thatprovidesaplaceto storefilesystem-specifidata.One
designoption was to createa portal datastructureand
add it to the list in the union. However this required
modifying the headeffile that specifiesthei node struc-
ture. Fortunately to provide supportfor run-time con-
figurable kernel modules, LINuX designersincluded a
genericvoi d* pointerin the union. portal _| ookup()
allocatesa chunkof kernelmemaorysuficientto storethe

remainingpathnamegopiesthe pathinto it, andthensets
the genericpointerto the addresof the string. If thein-
odeis freed using the superblockput _i node() opera-
tion, this storageds deallocated.

Unfortunatelythe actualimplementatiorwas not this
simple.In 4.4BSD, thel ookup() vnodeoperationtakes
as argumentsthe remainderof the pathnameto be re-
solvedandthe addres®f a pointerto the pathnamesom-
ponentto beresohednext. Thusthe4.4BSD portalcode
canextractthe entireremainderof the pathnamerecord
it, move the progresgointerto the endof the string,and
return. This allows the filesystemto choosehow muchof
the pathto resole andto interpretit in whatever way is
useful.

In LINUX, | ookup() takesasargumentsa directory
anda filenameto look up in thatdirectory andit returns
the resultinginode. In otherwordsthe LINUX VFS as-
sumesthat all pathnamesre a sequencef directories,
possiblyendingwith afile, andthatthey canberesohed
one componentat a time. For portalfs, this is a disas-
trous assumptionandin generalit is needlessand irk-
some. For exampleit presentsa problemfor developers
of distributed filesystems where a significantoptimiza-
tion might beto resole anentireremotepathnamen one
operation.

Two designoptions presentedhemseles. The first
is to allow the LiNnux VFS to behae as it wants to,
repeatedlycalling port al | ookup() for eachcompo-
nentof the “pathname”. This addssignificantcomple-
ity: portalfsnow needsto keeptrack of the sequencef
| ookup() callsandbuild the full pathnameasit goes.
The alternatve is to inserta snippetof codeto the VFS
implementatiorof open() sothatif aportalmountpoint
is crossedthe entireremaindeiof the pathnames passed
as a single agumentto | ookup() . The latter imple-
mentationwas chosen despitethe factthat it requireda
modificationto theextantL INUX code—albeitfourline
change. This choicewas madeprimarily in the interest
of minimizing compleity andis discussedurtherin the
commentangection.

After this changeto the kernels f s/ nanei . ¢ routine
wasmade theimplementatiorof por t al _| ookup() was
straightforvard.
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File Operations

The majority of the work requiredto implementportalfs
comesn theopen() file operationjmplementedspor -

t al _open() . By thetimethekernelcallsthisroutine,the
portal “pathname”—thatis, connectionspecification—
has beenrecordedas auxiliary datain an inode allo-

catedfor this purpose. This inode is passednto por -

t al _open() , alongwith apointerto apre-allocatedi | e

structurethatwill beusedfor thefile beingopened.

In the abstractthe work doneby port al _open() is
straightforvard: extracttheconnectiorspecificationsend
it to the daemonywait for a responsehatincludesa file
descriptor andthenreturnthatfile descriptor Note that
this laststeprequiressomeskullduggerydescribedater.

In practice,the implementatiorof port al _open() is
fairly complicatedbecausen substantiabmountof net-
working codehadto be duplicated. As discussedn full
detail in the commentarysection,the LINUX implemen-
tation of UNIX domainsoclets makes assumptionghat
limit its usefulnessvhencalledfrom elsevherein theker-
nel. For example,it is assumedhatcertaindatastructures
are storedin the userprocesss virtual memorycontext,
hencethey must be copied using specialfunctions that
fail whencalledon kernel-allocategnemory

Theresultis thatin orderto make the necessaryon-
nect (), sendnsg(), andrecvnsg() calls,specialver
sions of thesefunctions had to be re-implementedn-
side portalfs. In practicethis consistedof cutting out
the UNIX domainimplementationgrom the networking
portion of the kernel and pastingthem into the portalfs
code. Much of the compleity of the full original calls
wasunneededsinceportalfshasvery specificneedsand
this codewas excised. Whererequired,calling parame-
terswerechangedindassumptionaboutthelocationand

port al _open is called,a new, emptyfile tableentry has
alreadybeenallocatedor thecalling processLik ewise,a

file descriptohasbeenallocatedo pointto thatfile struc-
ture. This is the file descriptorthat will be returnedto

theuser Henceport al _open() mustcopy the contents
of thefile entrycorrespondingo the portalfile descriptor
into thenewly allocatedile entrysetupby open() . Then
the descriptorandfile entry originally returnedfrom the

daemorcanbedeallocated.

In implementingpor t al _open() the needfor a sec-
ond modificationto the externalkernelarose.In LINUX,
networking protocolshave affiliated vectorsof functions
similar to thoseusedin the VFS. For exampleeachpro-
tocol implementsa create() methodto implementthe
protocol-specificdetails of the socket (2) systemcall.
Since port al .open() needsto allocatea UNIx do-
main soclet, it was necessaryto call uni x_create(),
Howeverthesefunctionsaredefinedwith staticscopeand
accessibleonly to the implementationof soclets. Thus
once againthe designdecisionwas whetherto make a
changeothekernelatlargeor to duplicateachunkof ker-
nel networking codeinside the portalfsimplementation.
In this caseunlikethoseof sendnsg() andrecvnsg(),
the extant kernelfunction worked correctly when called
from the portal code. Henceit seemedmore natural
to modify the networking code to export the protocol-
specificfunctionsthanto duplicatecode. This wasdone
by addinga threeline function to net/ socket . ¢ that
takesasan argumenta protocolspecificationrandreturns
a pointerto a structurecontainingthe operationsspecific
to thatprotocol.

3.3/ IMPLEMENTATION SUMMARY

type of memorybeingcopiedwerechangedNonetheless Excluding the implementationof portalfs itself, only

an undesirableduplicationof codeoccurred,andif the
standardmplementationf UNIX domainsendnsg()
andr ecvnsg() areeverchangedhe portal-specifiover
sionsmay requiremodification. The portal versionsare
definedas statically scopedfunctionsaccessibleonly to
portal _open().

The final function of port al _open() is in returning
thefile descriptoracquiredfrom the portaldaemorto the
user In factsomethingslightly differenthappensWhen

two functionalchangesvere madeto the LINUX kernel.
Four lines were addedto f s/ nanei . ¢ to short-circuit
pathnameresolutionin the specialcasewhere a portal
mount point is crossed,and three lines were addedto
net/ socket . c to export the protocol specific method
vector Therewerealsominor changeso thebuild infras-
tructureto supportheportalchangesfor exampleadding
a portal filesystemtype and adding a kernel configura-
tion variableto specify whetheror not portalsareto be
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includedin abuild.

portalfsitself wasimplementedn threeC files, onefor
eachtype of operation.super . ¢ implementsthe super
block operationsandis 310lineslong. i node. ¢ im-
plementsport al | ookup() andconsistof 131linesof
code. fil e. c implementsthe more complicatedpor -
t al _open() file operationandis 542lineslong. Overall
approximately1000 lines of kernel code (commentsn-
cluded)wererequiredto implementportalfs.

The administratve nount _port al commandandpor-
tal daemorwereportedfrom 4.4BSD andrequiredonthe
orderof thirty linesof changesmostly dealingwith regu-
lar expressiorprocessing.

4/ RESULTS

The primary designgoal was satisfied. The BSD portal
daemorwasportedwithout majorchangesndworkscor-

rectly asthe connectiorservicefor the LINUX portalim-

plementationlt is now possibleto mounta portalfilesys-
tem and opennetwork connectionsn LINUX in exactly
the sameway astakesplacein 4.4BSD UNIX. Thefs

type portalsalsowork correctly with the exceptionthat
the users umaskis ignored. This could be correctedbut

would require modifying the portal credentialsstructure
to includeumaskdata. Createdfiles do have the correct
userandgroupownership andthe correctaccesgontrols
areenforced.

One secondarydesign goal—minimizing changesto
the LINUX kernel—was achievzed. Only seven lines of
codewere addedto the LINuUX kernel. The other sec-
ondarygoal, avoiding introducingnew kernelinstability,
alsoseemgo have besatisfied althoughthe portalimple-
mentatiorhasnotbeenheavily testedor evenusedby ary-
onebut thedesignerlt is possiblethatthereareresource
leaksor cornercaseerrorsyetto bediscorered.Thebasic
implementatiordoesnot causeary kernelfaults.

Performancedestswere minimal. To ensurethat the
costof openinga portal soclet is not prohibitive relative
to the costof makingdirectsoclet systemcalls, two pro-
gramswere written. The first wasa shell script that re-
peatedlyreadfrom the daytimeserviceon the localhost
usingcat < /p/tcp/local host/daytime,where/ p
wasthe portalmountpoint. ThesecondvasashortC pro-

gramthat did the samething using soclet systemcalls.
The shell versioncompleted100 readsin 2.05 seconds,
with userCPU consumptiorof 0.44 secondsandsystem
CPU consumptiorof 0.41second& The C programper
formedthe samenumberof readsin 0.52 secondsgcon-
sumingonly 0.03second®f userCPUtime and0.07sec-
ondsof systemCPUtime.

Thusinitially accessingnetwork resourcevia aportal
takesonthe orderof four timesthe elapsedime andcon-
sumesoughlyanorderof magnitudenoreCPUtimethan
usingsocletsdirectly. Thesearevery crudeestimatesn-
tendedonly to give a roughideaof portal overhead.Of
coursethesenumbersareof dubiousimportanceanyway,
sincethey represent one-timecostfor openingthe por-
tal. All subsequenéccessccursasif the userprocess
haddirectly openedhefile or soclet directly, thusthere
is nooverhead.

5/ COMMENTARY ON LINUX

LINUX is ayoungoperatingsystem,anddirect compari-
sonwith the morematureBSD codebaseis perhapsaun-
fair. Therecertainlyappeairo be partsof the LINUX ker-
nel thatwould benefitfrom aninfusion of the designex-
pertisedevelopedover the nearlytwenty yearsof BSD’s
lifetime—for example the introduction of a vnode ab-
straction. If the LINuXx developmentmodelscaleswell,
architecturalchangedik e this shouldtake place evolu-
tionarily asthe currentdesignencounterdimitations.

However thereis a differentclassof problemthat be-
came apparentduring the portalfs work. This is not
so much an issue of operatingsystemdesign—which
shouldwork itself outif the LiINux developmenimodelis
valid—but ratherissuegelatingto dubiousprogramming
methodologyThatis, theseareengineeringoncernghat
apply to ary large software system regardlessof its ap-
plication.

One exampleis a failure to rigorously adhereto the
principlesof functionalprogramming specificallya ten-
deng to groupseveralclearly orthogonafunctionsinto a
singlelarge subroutine. This makesit impossibleto use

2This excludedthe overheadof a shell loop, which was measured
independenthand subtractedrom the testresults. It wasnot possible
to accounfor thetime consumedy the portal daemoron behalfof the
user
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somea propersubsebf thosefunctions.An examplewas
in the implementationof portal _connect (). During

the portalfs developmentone requirementvasto take a

pair of socket structuresand connectthem. This is

exactly the functionality provided by the UNIx domain
soclet protocol operationuni x_connect () , exceptthat
uni x_connect () takesasocletandanaddresstructure
asargumentsinsteadof two soclets. In otherwordsthe
corversionof the addresgo a soclet structure,which is

completelyindependendf thelogic necessaryo connect
two soclets,is hardwiredinto thesamefunctionthatdoes
the connect. A similar and perhapsmore vexing prob-
lem wasthe failure to separatehe orthogonalfunctions
of copying-in datafrom theusers addresspaceandcon-
ducting soclet functionsusingthat data. This is the de-
signerrorthatforcedtheduplicationthesendnsg() and
recvimsg() codewith minor changeertainingonly to

the sourceof the datauponwhich they wereoperating.

A secondproblemis excessve andunnecessaryseof
internallinkage, i.e. the declarationof kernelfunctions
asstatic. In somecasesthereis no concevableuse
for a “helper” function and a staticdeclarationis clearly
in order This is the casein theimplementatiorof por -

t al _open(), which usesits own staticallydeclaredver-
sionsof sendnsg() andrecvnsg(). Thesearespecial
purpose‘hacks”thatclearlyshouldnotbeexportedto the
restof thekernel.Howeverthereweresereralcasesvhere
usefuldataor functionality wasdeclaredstaticfor no ap-
parentreasonOnecaninfer thattherewasaconcermover
namespaceollution, in which caseperhapsa subsystem
namingcorventionshouldbe introduced,or perhapshe
codeauthorsimply failed to considerthe possibility that
thefunctionwould beusefulelsavhere.A primeexample
wasin failing to provide any mechanisnio accesgproto-
col specificoperationutsideof the socletimplementa-
tion code.

The LINUX kernel appearsvery muchto have been
written to servicerequestsfrom userspace. Of course
this is the primary function of an operatingsystem—to
provide avirtual machineabstractiorfor userspaceppli-
cations.However it is oftenthe casethata pieceof code
usefulfor applicationlevel softwarewill alsobeusefulto
kernelcodein anothersubsystemCarefuldesignof ker
nel subsystenabstractionandintrakernelprogramming
interfacesis importantfor keepingan operatingsystem

flexible. This is one designelementof the BSD-based
kernelsthatmakesthemattractize to OS scholarsandde-
velopers,andboth of the methodologicaproblemareas
describedibore suggesthanit is anareato which LINUX
designergould pay moreattention.

6/ RELATED WORK

Theoriginal BSD implementatiorof portalsis described
in detail by Stevens and Pendry[2 and briefly in the
4.4BSD book[3, the latter also describingthe general
BSD file systeminfrastructure.

PresottaandRitchiedescribehegeneraideaof acon-
nectionsener[4], and Stevenslater providesan example
of sucha systemusingUNIx domainsoclet passing[§.

The Sprite operatingsystemprovide pseudo-deices
which mapuserprogramsnto thefile space[T.

Plan 9 extendedthe UNIx 1/0O modelto the network
by building networking into the kernelin a morefunda-
mentalway than BSD did with soclets. All Plan9 /O,
includingnetworking,is donethroughthefile namespace.
Userprocessebave accesgo detailednetwork informa-
tion either directly throughthe file systemor througha
connectiorsenercalledcs whichis alsomappednto the
file namespace|8

7/ FUTURE WORK

Oneavenuefor futurework is expandingthefunctionality
of the portaldaemonfor exampleaddingtcplistencapa-
bilities so that scriptscan use portalsto act as network
seners. Another possibility would be modifying the fs
sener to implementaccessontrollists, assuggestedy
StevensandPendry

The nount _port al (8) programcould be betterinte-
gratedinto the suiteof LINUX mountprogramssothatit
conformsto LINUX standards.

The basictechniqueof usingUNIx domainsocletsin-
sidethekernelto communicatevith userspaceprocesses
presentssomeinterestingpossibilities. For exampleit
may be possibleto build a generalpurposeproxy filesys-
tem. This would look to externalprocesse$o be a “nor-
mal” filesystembut internallyit would directall requests
for inodes, directory entries, and other filesystemdata
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to an external daemon. In other words a daemonpro-
cesswould act asthe filestore portion of the filesystem.
The daemoncould synthesizedataasneededcould per
form transformation®n extantdata,or couldretrieve the
datafrom otherhosts. This would supportout-of-kernel
filesystemdevelopment,althoughit introducessubstan
tial safetyconcerns—throxy file systemwould have to
be carefulto ensurethatdatastructuregeturnedfrom the
daemonwere consistentand would not introduce prob-
lems.

8/ CONCLUSION

The goalsof this work wereto supportBSD portal pro-
cessesn a stableLINux environmentwith asfew code
modificationsas possible. Thesewere met. Only seven
linesof kernelcodewerechangedandthe L iNuUX imple-
mentationof portalsworks correctlywith the portedbut

basicallyunmodifiedBSD portal daemon. Portalspro-
vide network accesdor scriptsand programsthatdo not
have accesgo the full UNIx networking API. The ex-

tentto whichthisis practicallyusefulis anopenquestion,
but givenanimplementatiorwith whichto experimenthe
usercommunityshouldprovide theanswer
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